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Confidentiality and GDPR Policy

Any information shared with Hayley’s Little Heroes regarding your child or your family, either verbally or in writing will be treated as confidential. 

Parents will have access to their child/ren’s records and personal information but not to any others. All documentation relating to your child is stored securely online using the babysdays system, which is not accessible to any other party. Any paper documentation will be kept stored on site in a locked cabinet in the office and is only accessible to management and Hayley’s Little Heroes Director Hayley Ashorobi. When the office is not in use it will be locked at all times.

Staff at Hayley’s Little Heroes will not discuss your child with others unless we have your written consent to do so, for example a health visitor or other proffessional may wish to observe your child in our setting, this requires parental consent. This is usually obtained prior to your child/ren’s start date.
Please note that should Hayley’s Little Heroes believe that your child is at any immediate risk of harm, HLH do not require parental consent to make a referal or seek permission to contact any external agencies to safeguard your child!

Hayley’s Little Hereos will however divulge confidential information to Social Service and Ofsted, or the Local Authority (MAG) should we have any concerns that your child is being abused or neglected. 
This icludes but is not limited to.. allegations of abuse/neglect. 
Please refer to our Safeguarding Policy for more information. 

GDPR – General Data Protection Regulation
On the 25th May 2018 the GDPR came into effect and became law which will impact all business’ including The Early Years Sector. As a child care provider we must be compliant with all new legislation that comes into force and we must meet the new requirements. It is  European Law and includes the UK, this still remains the case even though the UK is no longer part of the EU. 

The GDPR has been brought into reflect more modern times, including the electronic process we use to collect and store data. However it is not just for those who use modern technology, the Law affects any business which uses highly structured filing systems, in short any setting that needs to process and store personal data as part pf their responsibilities. Personal data includes any data which can identify a person, including but not limited to.. Names, addresses, invoices, DOB and email addresses. 

GDPR uses 2 terms, the controller and the processor. The controller determines the purposes and the means of personal data. The processor processes data on behalf of the controller. As a nursery we will have both of these on site and through the apps we use. 

The GDPR Principles are as follows;
1. Processed lawfully, fairly and in a transparent manner,
2. Collected for specified, explicit, and legitimate purposes. 
3. Adequate, relevant and is limited to what is necessary.
4. Accurate and where necessary is kept upto date.
5. Retained only as long as necessary.
6. Processes in an appropriate manner to maintain security. 

Lawfulness of Processing Data
1. Consent of the data subject.
2. Processing is necessary for the performance of a contract with a data subject. 
3. Processing is necessary for the compliance with a legal obligation. 
4. Processing is necessary to protect the vital interests of the data subject.
5. Processing is necessary in the public interest or the controller has official authority. 
6. Processing is necessary for the purposes and legitimate interests pursued by the controller or a third party. 

Consent
· All consent to collect or store data must be freely given.
· It should be ambiguous
· Consent can be withdrawn at any time
· Consent must now be freely given so pre-ticked boxes will no longer be used; in short people must now be able to opt in rather than opt out
As a child care setting we are already bound by the regulations set by the Information Commissioners Office (ICO) and pay for our yearly fee to ensure all our data is protected by the laws of the country. 

Retention Periods
This remains unaffected by the GDPR, and we must continue to store personal data for the specified length of time. We only hold what is absolutely necessary and required by law to keep. If we have other information, you as the parents/staff have the right to request for it to be destroyed. Retention periods change so please get in touch if you would like to know what the current regulations are regarding the retention of personal data. We also must ensure we keep up to date with the latest retention regulations. 

Any data we collect must fall into one of the lawfulness of processing data categories. If it does not we can ask you for explicit consent, which you can withdraw at anytime. Of course their will be some Acts that we must adhere to over and above GDPR; one example of this is The Children’s Act.

Data Breaches
We will be obligated to notify the ICO of a data breach within 72 hour of becoming aware of the breach. We understand that there are huge fines in place for failing to correct procedures for a breach in data. 

Update 11.02.2026 
Additional GDPR Information – Data Subject Rights, Data Sharing, and Data Protection Lead
Data Subject Rights
Under the GDPR, parents, carers, and staff have specific rights regarding their personal data. These include:
· Right of Access – You may request a copy of any personal data we hold about you or your child. We will respond within 1 month.
· Right to Rectification – You may request that inaccurate or incomplete data be corrected.
· Right to Erasure – In certain circumstances, you may request the deletion of personal data. (Please note that some statutory records—such as safeguarding records and accident reports—cannot be erased before their legal retention period.)
· Right to Restrict Processing – You may ask us to limit how your data is used.
· Right to Object – You may object to certain types of data processing.
· Right to Data Portability – You may request that information you have provided is transferred to another organisation where applicable.
Requests must be made in writing to the Data Protection Lead listed below. Identification may be required to protect your data.
Data Protection Lead
Hayley’s Little Heroes’ appointed Data Protection Lead (DPL) is responsible for ensuring GDPR compliance and handling any concerns or requests regarding personal data.
· Data Protection Lead: Hayley Ashorobi
· Data Protection Officer: Jenna Hancox
· Contact: hayleyslittleheroes@outlook.com
You may contact the DPL for Subject Access Requests, data enquiries, or to report any concerns about how your data is handled.
Types of Data We Collect and Process
In addition to basic personal information, we process the following categories of data where necessary:
· Child development observations and EYFS records
· Attendance records
· Medical information, allergies, and care plans
· Accident and incident reports
· Photographs or videos (only with parental consent)
· Safeguarding information, where applicable
· Staff employment information (where relevant)
All data is used only for legitimate purposes in line with our lawful basis for processing.
Data Sharing With Third Parties
We only share information when necessary and always in line with GDPR:
· Babysdays system – for securely storing children’s records
· Local Authority – for funding, SEN support, or statutory reporting
· Health professionals – such as health visitors, speech and language therapists (with parental consent unless safeguarding applies)
· Ofsted and Social Services – where legally required or where safeguarding concerns exist
· Software or service providers – used for administrative purposes (e.g., communication, invoicing, or digital storage)
We do not share your data with any other parties for marketing or non-essential purposes.
Retention Periods
We follow all statutory retention periods for early years settings. These may vary depending on the type of record. Parents and staff may request information about current retention requirements at any time.
Any information not required by law will be deleted or destroyed upon request.

By Hayley Ashorobi
Review Date – February 2027
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